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Keywords: The utilization of financial information systems in companies has become part
X‘l'jgztma“on Technology of the application of information technology, but there are challenges in the
Financial Information complexity and risk of its implementation. This study uses a qualitative and
System; guantitative approach with the information technology audit method and the
IT System Optimization; COBIT 5 framework. The research objectives analyzed the Maturity Level in
COBIT 5 Framework; the EDM, APO, BAI, and DSS domains using the COBIT 5 framework. The

Maturity Level Analysi . L
ALY Vel Analsis results showed a GAP between Current Maturity and Expected Maturity in each

domain. The EDM domain has an average Current Maturity of 3.80, at the
Manage and Measurable level, with the highest GAP in IT utilization. The APO
domain has an average Current Maturity of 4.00, also at the Manage and
Measurable level, with the highest GAP in portfolio management and IT quality
services. The BAI domain has an average Current Maturity of 3.96, at the
Manage and Measurable level, with the highest GAP in managing IT service
availability and capacity. The DSS domain has an average Current Maturity of
4.40, at the Manage and Measurable level, with the highest GAP in the
implementation of IT operating procedures. The research conclusions highlight
areas of improvement involving information system management, information
system portfolio management, and the effectiveness of operating financial
reporting information system utilization procedures to improve maturity levels
and optimize the utilization of the company’s financial information systems.

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International
License (CC-BY-SA 4.0)

1. Introduction

In the present era of digitization and globalization, firms and organizations are becoming more
reliant on information technology to facilitate their day-to-day activities. Financial information
systems are increasingly vital components of organizational structures, serving a crucial function in
financial administration, reporting, and strategic decision-making (Fauzi et al., 2023; Novikov, 2020).
Nevertheless, the increasing intricacy and swift advancement of information technology have given
rise to additional hazards, including the unauthorized disclosure of data, cyber assaults, and failure to
adhere to relevant legislation (Aditya et al., 2018; Bakri et al., 2023).

Sumber Cahya Company, as a business entity operating in the context of globalization and
digitalization, has an increasing need for information technology to support their operations and
financial management. Financial Information System at Sumber Cahya is used to process, store and
report financial information, including daily transactions, financial reports and strategic information
for management.
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Based on observations carried out at the research site, it shows that it is not fully running well
because problems are still found, such as frequent discrepancies between financial records and
expenditure and income in the company's financial processes.(Nur et al., 2019; Olimsar et al., 2023;
Rahayu et al., 2022; Sumartono et al., 2023). So there is a need for an information technology audit
that can help Sumber Cahaya company in evaluating financial management information systems. This
is reinforced by several related studies that use information technology audits, especially on the use
of information systems(Devanti et al., 2019; Fitrianah & Sucahyo, 2008; Rachmad et al., 2023). This
research uses the EDM (Evaluation, Direct, Monitor), APO (Align, Plan, Organize), BAI (Build,
Acquire, Implement), and DSS (Deliver, Service, Support) domains with the COBIT 5 framework in
evaluating system utilization. financial management information(Bakri & Kadiman, 2023; Sumartono
et al., 2022).

Several related studies state that an Information Technology Audit using the COBIT 5 framework
is a very important instrument to ensure that the financial information system is organized to function
well, efficiently and safely.(Rijal & Bakri, 2023). An IT audit involves evaluating systems, IT
infrastructure, security procedures, and compliance with related standards. The importance of IT
audits in optimizing resources and utilization of financial information systems lies in the need to
maintain the integrity, confidentiality and availability of financial data, as well as mitigating risks
related to technology. However, along with the growth of business complexity and dynamics, the
security and efficiency of SIK at PT. The Source of Light becomes increasingly important. Various
risks such as cyber attacks, non-compliance with regulations, or sub-optimal use of IT resources can
hinder the performance and integrity of financial information.

Literature Review

An information system audit is the process of collecting and assessing evidence to determine
whether the system can maintain data integrity, can promote the achievement of organizational goals
effectively and use resources efficiently. An information system audit is an examination or audit
carried out within the framework of IT Governance which is actually an operational audit specifically
on the management of information resources(Mulgund et al., 2019; Sumartono et al., 2023). Research
by explaining COBIT (Control Objectives for Information and Technology) is a model designed to
control IT functions. This model was actually developed by the Information Systems Audit and
Control Foundation (ISACF), a research institute for the Information Systems Audit and Control
Association (ISACA). Other research(Sumartono et al., 2022; Vua et al., 2023)focuses on measuring
maturity and capability levels. Maturity levels can be viewed as a structured set of levels that describe
how well an organization's behavior, practices and processes can reliably and sustainably produce the
required results. There are 5 levels of maturity levels, but in this research it only limits at level 4 as
the goal of this research. Other research(F. D. Anggraini, 2020; Nuijten etal., 2023; Sumartono et al.,
2019)using quantitative and qualitative methods, namely collecting data from observations then
distributing questionnaires and conducting interviews with questions guided by these domains. The
results of calculating maturity and capability levels produce averages for each audit domain that can
be used in evaluating the use of information systems(C. F. Anggraini et al., 2023; Bahari et al., 2019;
Schmitz et al., 2021). Other research(Purwono, 2023)shows that by using the COBIT 5 Framework it
can produce an evaluation of the optimization of the information system at the research site which has
not met the target, namely that it needs to be improved based on the above assessment in terms of
management (EDMO5), development (BAI04) and DSS01 services.

2. Research Methods

This research uses qualitative and quantitative types in obtaining research data(lbrahim etal., 2023;
Sudipa et al., 2023). The data collection techniques used consisted of observation, interviews,
documentation and distribution of questionnaires to research respondents. The use of qualitative and
quantitative types allows researchers to collect data in descriptive and numerical form(Arifin et al.,
2018; Kurniawan et al., 2023; Wada et al., 2024). A qualitative approach can provide an in-depth
understanding of the context and nuances related to research, while a quantitative approach allows for
statistical measurements and analysis that can empirically support the findings. This research uses the
EDM (Evaluation, Direct, Monitor), APO (Align, Plan, Organize), BAI (Build, Acquire, Implement),
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and DSS (Deliver, Service, Support) domains with the COBIT 5 framework in evaluating system
utilization with company information.
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Fig. 1. Research Stages

Based on Figure 1, it can be explained that the initial stages are:collect data by conducting
observations, interviews and documentation at the research location to find out the Enterprise Goal
based on the Mission and Objectives that have been previously analyzed. And after that we determine
the IT-Related Goal based on the company's Enterprise Goal. After obtaining the IT-Related Goal,
proceed with determining the appropriate information technology audit domain. Next, at this stage,
create information technology audit questions so that they can be adapted to the audit domain. The
technique for distributing questionnaires is by applying questions into a questionnaire on Google
Form. After we finished making the questionnaire and distributing it to research respondents. The
final stage is to carry out an analysis of the results of the questionnaire assessment and create the
final results of the information technology audit.

Respondent Identification Analysis

The data collection technigque used by researchers is the questionnaire method. There were 5
respondents involved in this research. Respondents were asked to provide their opinions regarding
the level of IT maturity referring to the COBIT 5 framework. The questionnaire that we created was
distributed online using Google Form. And in the questionnaire there are 37 questions from each
audit domain that have been analyzed.

Description of Questionnaire Scores

A description of the questionnaire scores is needed to provide respondents with an understanding
regarding the scale of scores that can be given to each question in the information technology audit
domain. There is a scale of 0 to 5 that can be filled in by research respondents.

Table 1. Questionnaire Score Value Scale
Score  Information Description

0 Thereisn't any The company did not know that this was necessary
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S
1 Very not good The company has procedures but they have not been written down and are not

implemented
2 Not good The company does not yet have written procedures but they have been
implemented
3 Enough The company has written procedures and they have been implemented
4 Good The company manages well and employee compliance with procedures can be
measured
5 Very good Standardized companies always experience continuous improvement efforts

3. Results and Discussions

EDM Domain Level Maturity Analysis

After conducting a survey and carrying out calculations on each process in the domain, there are
GAP analysis results obtained from the expected maturity assessment value minus the current
maturity, resulting in a GAP from the value of each EDM domain.

Table 2. EDM Domain GAP Analysis
No Domain  Current Maturity  Expected Maturity = GAP Analysis

1 EDM01  4.00 5.00 1.00
2 EDM02  3.50 5.00 1.50
4 EDM04  3.50 5.00 1.50
5 EDMO5  4.25 5.00 0.75
Average 3.8 5.00

In the EDM domain the average overall score of all statements is 3.80, where in the maturity level
the score is at the Manage and Measurable level. In the EDM domain there is the highest number of
gaps, namely 1.50, namely the statement of optimal IT utilization and the statement of optimization
of IT resources, where IT utilization is quite optimal, but it has not been checked regularly. Then
resources to support business services, including resources The available people, business processes
and IT have not been managed optimally. In the EDM domain there is the lowest number of gaps,
namely 0.75, namely the statement that the delivery of information to stakeholder parties is quite
transparent.

Domain EDM
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4

EDMO5 EDMO2

EDMO4

Fig. 2. EDM Domain Audit Chart
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Based on the image above, it can be seen that the Expected Maturity for the EDM domain is at
level 5.00 (Optimized) for each domain. Of the four questions that describe the EDM Domain, the
overall average Current Maturity of the EDM Domain is 3.80 which is at the Manage and Measurable
level, which means that the existing processes are already in the company's procedures, are
permanent and have been well implemented. The highest average Current Maturity is 1.50 which is
found in the fifth question which refers to EDM 05, namely transparency in the delivery of
information, then the lowest average Current Maturity is 3.50 which is found in the second question
and the fourth question which refers to EDMO02 namely ensuring optimal IT utilization and EDMO04
namely ensuring optimization of IT resources.

APO Domain Level Maturity Analysis

After conducting a survey and carrying out calculations for each process in the domain, there are
GAP analysis results obtained from the expected maturity assessment value minus the current
maturity, resulting in a GAP from the value of each APO domain.

Table 3. APO Domain GAP Analysis

No Domain Current Maturity  Expected Maturity ~ GAP Analysis
1 APO01 4.25 5.00 0.75
2 APO02 4.00 5.00 1.00
3 APO03 4.25 5.00 0.75
4 APO04 4.25 5.00 0.75
5 APO05 3.75 5.00 1.25
6 APO06 3.75 5.00 1.25
7 APOO07 4.00 5.00 1.00
8 APO08 3.75 5.00 1.25
9 APO09 4.25 5.00 0.75
10 APO010 4.50 5.00 0.50
11 APO011 3.75 5.00 1.25
12 APO012 3.75 5.00 1.25
Average 4.00 5.00

In the APO domain the average overall value of the statement is 4.00, where in the maturity level
the value is at the Manage and Measurable level. In the APO domain, there is the highest number of
gaps, namely 1.25, namely portfolio management statements, company statements managing budgets
and costs, statements about the relationship between IT and current business processes, statements
about IT quality services, and statements about risk management carried out by IT. The related
statement is that everything is running according to the SOP, but it is not running regularly and still
needs to be improved. In the APO domain there is the lowest number of gaps, namely 0.50, which is
a statement of the role of IT in supplier management.

Domain APO

Fig. 2. APO Domain Audit Chart
S
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Based on the image above, it can be seen that the Expected Maturity set by Management for the
APO domain is at level 5.00 (Optimized) for each subchapter. Of the 12 questions that describe the
APO Domain, the highest average Current Maturity of 4.50 is found in the tenth question which
reflects APO 10 (the role of IT in supplier management), with the lowest average Current Maturity
of 3.75 which is at the Defined level There are questions that reflect APO 05 (Portfolio Management),
APO 06 (Companies manage budgets and costs), APO 08 (Relationship of IT with current business
processes), APO 11 (Organization improves IT quality services), APO 12( Risk management carried
out by IT

BAI Domain Level Maturity Analysis

After conducting a survey and carrying out calculations for each process in the domain, there are
GAP analysis results obtained from the expected maturity assessment value minus the current
maturity, resulting in a GAP from the value of each BAI domain.

Table 4. BAI Domain GAP Analysis

No Domain  Current Maturity  Expected Maturity  GAP Analysis
il BAIO1 4.00 5.00 1.00

2 BAI02 4.50 5.00 0.50

3 BAIO3 4.25 5.00 0.75

4 BAI04 3.75 5.00 1.25

5 BAI05 3.75 5.00 1.25

6 BAI0O6 3.75 5.00 1.25

7 BAIO7 4.00 5.00 1.00

8 BAIO8 3.75 5.00 1.25

Average 3.96 5.00

In the BAI domain the average overall score for all statements is 3.96, where at the maturity level
the score is at the Manage and Measurable level. In the BAl domain, there is the highest number of
gaps, namely 1.25, namely the statement on managing the availability and capacity of IT services.
The statement on managing organizational changes that have taken place has received understanding
from employees or staff, but sometimes there are still mistakes regarding the changes that have
occurred. The management of changes in information technology that has been running is in
accordance with the soup, but when changes in information technology occur there are still obstacles
such as adjustment and understanding from employees. In the BAI domain, the lowest number of
gaps is 0.50, namely a statement of identification and analysis of program needs to be in accordance
with the company's strategy.

Domain BAI
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Fig. 3. BAl Domain Audit Chart
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Based on the image above, it can be seen that the Expected Maturity set by Management for the
BAI domain is at level 5.00 (Optimized) for each subchapter. Of the 8 questions that describe the
BAI Domain, the highest average Current Maturity of 4.50 is found in the tenth question which
reflects BAI 02 (Identification and analysis of program needs to suit company strategy), with the
lowest average Current Maturity of 3.75 those at the Defined level are found in questions that reflect
BAI 04 (Management of service availability and capacity), BAI 05 (Management of ongoing
organizational changes), BAI 06 (Management of ongoing information technology changes), BAI 08
(Identifying, collecting and maintain relevant and up-to-date knowledge). The overall average of the
eight questions describing the BAI Domain is 3.96 which is at the Defined level,

DSS Domain Level Maturity Analysis

After conducting a survey and carrying out calculations on each process in the domain, there are
GAP analysis results obtained from the expected maturity assessment value minus the current
maturity, resulting in a GAP from the value of each DSS domain.

Table 5. DSS Domain GAP Analysis
No Domain Current Maturity  Expected Maturity =~ GAP Analysis

il DSS01 4.25 5.00 0.75
2 DSS02 4.50 5.00 0.50
3 DSS03 4.25 5.00 0.75
4 DSS04 4.50 5.00 0.50
Average 3.96 5.00

In the DSS domain the average overall score for all statements is 4.40, where in the maturity level
the score is at the Manage and Measurable level. In the DSS domain there is the highest number of
gaps, namely 0.75, namely the implementation of IT operating procedures, and the statements
outlined have now been carried out in accordance with the applicable sops in the company, but
sometimes the applicable procedures are not effectively used at certain times. In the DSS domain
there are The lowest number of gaps is 0.50, namely the statement of managing requests and service
incidents that occur, and the statement that the company builds a sustainable IT plan to reduce risks
that may occur.

Domain DSS

e CurTENt Target

Fig. 4. DSS Domain Audit Chart

Based on the image above, it can be seen that the Expected Maturity set by Management for the
DSS domain is at level 5.00 (Optimized) for each subchapter. Of the four questions that describe the
DSS Domain, the highest average Current Maturity of 4.50 is found in the second question and the
fourth question which reflects DSS 02 (Management of requests and incidents) and DSS 04 (Building
a sustainable IT plan), with the average The lowest Current Maturity of 4.25 which is at the Defined

level is found in questions that reflect DSS 01 (Implementation of IT operating procedures), DSS 03
I
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(Management of IT problems and IT security). The overall average of the four questions that describe
the DSS Domain is 4.40 which is at the Defined level.

Recommended Improvements

In the EDM domain, the highest number of Gaps is 1.50, namely the statement of optimal IT
utilization and the statement of optimization of IT resources, where IT utilization is quite optimal,
but periodic checks have not been carried out. then resources to support business services, including
human resources, business processes, and available IT are not optimally managed. In the EDM
domain, the lowest number of Gaps is 0.75, namely the statement that the delivery of information to
stakeholders is quite transparent. In the EDMO02 domain, namely ensuring optimal IT utilization and
EDMO04, namely ensuring the optimization of IT resources. IT relationship statements with current
business processes, IT quality service statements, and risk management statements carried out by IT.
The related statements have all been running according to the sop, it's just that it hasn't been running
regularly and still has to be improved. In the APO domain, the lowest Gap amount is 0.50, namely
the statement of the role of IT in supplier management. In the APO 05 (Portfolio Management)
domain, APO 06 (The company manages budgets and costs), APO 08 (IT relationship with current
business processes), APO 11 (The organization improves IT quality services), APO 12 (Risk
management carried out by IT). As well as recommendations on domain BAI 04 (Management of
service availability and capacity), BAI 05 (Management of organizational changes that have been
running), BAI 06 (Management of changes), BAI 06 (Management of organizational changes), and
BAI 06 (Management of organizational changes).

4. Conclusion

The research findings indicate that enhancements are required in multiple domains, including the
EDM domain, through the implementation of periodic checks and management of IT resources to
support business services, as well as by optimizing the administration of human resources, business
processes, and IT, as determined by an analysis of each audit domain. Enhancements are required in
the APO Domain in the following areas: grouping company portfolio information appropriately,
optimizing budgets and costs, performing periodic audits of the information system technology in
use, enhancing IT quality services through periodic audits, and developing measures and procedures
to mitigate IT risks. Enhancements are recommended in the BAI domain for the following reasons
is management of IT service capacity and availability should be improved; communication regarding
organizational changes and information technology should be strengthened; and pertinent and current
IT knowledge should be identified, gathered, and maintained. Within the realm of DSS, the
recommendation is to enhance the operational protocols governing the utilization of the financial
reporting information system in order to optimize efficiency and fortify the management of IT issues
and security.
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